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ABSTRACT

The large number and wide diversity of IoT networks
operating in unlicensed spectrum will create a complex
and challenging interference environment. To avoid a
‘tragedy of the commons’, networks may need to more
explicitly coordinate their use of the shared channel.

CCS CONCEPTS

e Networks — Network protocol design;

1 INTRODUCTION

Since the early 2000’s, the spread of WiFi has led to
speculation about a “tragedy of the commons”[8], in
which networks would become unusable because they
could not efficiently share the increasingly crowded wire-
less channel. This outcome was largely avoided thanks
to major improvements in the radio and protocols, as
well as expansion into 5GHz spectrum.

The growth of IoT, BAN, and LPWAN applications
means that there will be a large number networks operat-
ing in a given location. Many of them will use unlicensed
spectrum, due to its low cost and ease of deployment.
These networks will be extremely diverse, using differ-
ent radios, protocols, and network structures to meet
a wide range of application requirements for coverage,
throughput, latency, reliability, and power consumption.
Because these networks are deployed by many different
actors, they do not have any administrative relationship
with each other or with a common authority.

These factors will contribute to a complex and chal-
lenging inter-network interference environment, leading
to renewed concern. Improvements to existing IoT ra-
dios and protocols will undoubtedly once again play an
important role in avoiding a new “tragedy”. Here, we
present a complementary solution that allows networks
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to actively coordinate their use of the shared channel,
despite the lack of trust between them.

2 NETWORK INTERACTION

All parts of the protocol stack — radio, PHY, MAC, power
saving, topology and routing, congestion control, appli-
cation — create patterns of channel utilization over time,
frequency, and physical space. At the same time, pro-
tocols adapt their communication behavior in response
to channel conditions; relying on channel sensing and
frame errors at low layers and on loss and delay at higher
layers.

But these mechanisms are most effective at coordi-
nating the activity of devices within a single network.
They can provide only limited coexistence with other
unknown networks, which are also using and adapting to
channel conditions, possibly in ways that lead to adverse
interactions. Devices’ ability to observe the behavior of
other networks may be severely limited, due to the need
to minimize idle listening at the energy-hungry radio.

Recent results suggst that protocol-level and network-
scale interactions can have a significant effect on IoT
performance. Interfering IEEE 802.15.4 PANs [3, 5, 7]
and 6TiSCH+RPL [9] networks are seen to suffer in-
termittent episodes of severe disruption, even when the
channel is only lightly loaded. This includes behaviors
such as rapid oscillations in throughput and extend com-
munication blackouts. The underlying cause is a combina-
tion of timing rigidities in the power saving mechanisms,
periodic behaviors, and clock drift between networks —
highlighting a tradeoff between energy and resillience.

Network performance in plausible future IoT interfer-
ence scenarios is not yet well understood and that there
may be a real risk for an IoT “tragedy of the commons”.
This has been a topic of recent discussion in the IRTF
Thing-to-Thing research group (T2TRG) [4].

3 NETWORK COEXISTENCE

Improving protocols’ ability to adapt to complex inter-
ference environments will surely be an active area of
investigation. But the challenges remain formidable, es-
pecially for devices with limited hardware and energy
resources operating in very dense, dynamic, heteroge-
neous wireless environments.
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Explicit information about the channel activity of
other networks can allow networks to more actively co-
ordinate their use of the channel. Proposed mechanisms
include observing (unencrypted) control frames, explicit
announcements of channel utilization, and even active
negotiation of channel access (recent surveys include [6]
and [1].) But such coordination implicitly depends on
mutual awareness and an existing trust relationship be-
tween networks. This is not found in many IoT scenarios,
where administratively independent networks may be
incompatible, oblivious, selfish, or even hostile.

An effective solution therefore requires two things: a
way for networks to exchange information on the wireless
channel and a way for them to safely participate in
some coordination scheme. We envision a complementary
approach that leverages IoT networks’ connectivity to
resources in the the Internet infrastructure to establish
their bona fides.

3.1 Inter-network communication

To coordinate, networks must be able to exchange at least
a small amount of information over the wireless channel.
When networks use the same radio/PHY and operate on
the same channel, this is trivial. Radios receive frames
from nearby senders, regardless of what network they
belong to. Such frames are usually discarded by MAC
layer authentication. But as long as the payload is not
encrypted, it can be decoded by any receiver.

Networks that use different radios may also be able to
establish direct connectivity. It is surprisingly feasible
to exchange bits between networks that use quite differ-
ent radios. Cross-technology communication (CTC) (e.g.
[2, 10]) has been demonstrated between various combi-
nations of WiFi, IEEE 802.15.4, and BLE, with rates of
100’s to 1000’s of bps. It should be noted, however, that
coordinating CTC between interfering networks itself an
open coexistence problem: How does a network know
when to send or to listen for CTC “frames”?

3.2 Establishing trust

In unlicensed spectrum, networks do not have any admin-
istrative relationship with each other or with a common
authority. This means that there is no obvious basis for
a trust relationship between them: The networks are
unknown to each other, do not share cryptographic keys,
and may not even have any meaningful external identity.

There are considerable risks to both sender and re-
ceiver in exchanging information with unknown and
untrusted networks. By describing its intended channel
utilization, a sender risks making it trivially easy for a
hostile receiver to jam it. Similarly, a receiver cannot
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safely act on information from the sender. By altering
its behavior — especially if it spends energy — in response
to a small amount of information, a receiver is providing
considerable leverage to a potential attacker.

For such coordination mechanisms to be viable, net-
works must therefore establish some trust relationship.
Especially in battery-powered networks which must min-
imize radio use, it may be infeasible for trust to be
established based on observations of other networks’ be-
havior. Some more structured method is needed.

Many IoT applications do have an administrative rela-
tionship with and (possibly limited) connectivity to some
entity in the Internet infrastructure, such as a mobile
app-based UI or cloud-based service. Establishing a trust
relationship can thus be based on untrusted information
exchanged over the shared wireless channel, combined
with trusted resources of the Internet infrastructure.

Information exchanged on the wireless channel allows
interfering networks to demonstrate that they are co-
located and indicate their connection to the Internet
infrastructure. This might be a vendor or service provider,
ie. an entity that has a real-world identity and reputation.
If each vendor agrees that the other is well-behaved —
perhaps simply via blacklist — it encourages and assists its
network to cooperate. The rich resources of the Internet
can also be used to facilitate more complex coordination
and trust mechanisms.

An even more speculative possibility is for networks
to maintain a secure distributed ledger. Networks could
to use their Internet presence to announce themselves in
a location, to provide information about their channel
utilization and to obtain information about other co-
located networks. The ledger could act as reputation
management system or as a resource broker.

4 CONCLUSION

In closing, we note that network co-existence is funda-
mentally an issue of spectrum regulation. Regulation of
unlicensed spectrum has historically focused on power
and overall spectrum utilization, rather than mandating
any specific protocol. This flexibility has contributed to
successful innovation and it remains important to avoid
overly prescriptive regulation.

To avert an IoT ’tragedy of the commons’, it is neces-
sary not only to improve protocols’ ability to adapt to
complex interference environments, but also to provide
ways for networks to safely coordinate their use of the
shared channel. We have envisioned one such approach.
Because these mechanisms cannot (and should not) be
mandated, they will need to perform well to create norms
and incentives that lead to their widespread adoption.
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